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AHHoOTAamMs. AxmyanvHocms u yeau. PaccMaTpuBaroTcst oOLIMe BOIPOCH 00E€CHEeYeHHs PETHMOHAIBHOU 0e3-
OIIACHOCTH TOCPEACTBOM CO3/aHMSI M BHEIPEHHS KOMIUICKCHBIX aBTOMAaTH3UPOBAaHHBIX CHUCTEM CHUTYallMOHHOTO
YIIPaBJICHUS )KU3HECTIOCOOHOCTBIO KPUTHIECKUX HH(PPACTPYKTYp peruoHa. Mamepuanst u memoosl. AHAIU3UPYIOTCS
TIOJIXO/IBI K CO3aHHMIO CHCTEM YIIPaBJICHUS! PErMOHAIBLHOIN 0€3011acHOCTHIO, OCHOBAHHBIE Ha IIPUHIUIIAX TEOPHH pHC-
Ka, u(poBoi TpaHc(hOpPMaIMK TOCYIapCTBEHHOTO YIIPABJIEHHUs Ha 0a3e CHTYaIllMOHHBIX IIEHTPOB, M OIBITE, HAKOII-
JICHHOM B 00JIacTH 00ecIedYeHUs] SHepreTHYecKoi Oe30nacHOCTH. Pesyavmamoi 1 6b1600bl. OnpeesieHbl MPoOIeMBbl
MIOCTPOCHUS CHCTEM O0OecrieueHusl Oe30IIaCHOCTH PErdoHa M 000CHOBaHA POJIb CUTYAIIMOHHBIX IIEHTPOB B PEIICHUH
9TUX MpoOJieM Ha PErHOHAJIBHOM ypoBHE. Pa3paboTaHa KOHLENTyal bHas MOJENIb CHCTEMbI 00ECIICUSHHUS PEerHOHAab-
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HOHW 0€30MacHOCTH, B paMKaX KOTOPOH NpeiiokeHa Gopmai3anus NOHITHS 0€301MacHOCTH U pucka. PazpaboTaHbl u
WCCJIEIOBAHbI CTPYKTYpa M COCTaB CHCTEMBI TOJAJCPIKKU MPHUHSTHS PEIICHUI MO YIpaBICHUIO PETHOHAJIbHOW 0e3-
OTIACHOCTBIO, UCTIOJIB3YIOLIEH B CBOEH OCHOBE CPEACTBA MMHTAIIMOHHOTO MOJEIMPOBAHUS CUTyalui. Y CTaHOBIEHO,
4T0 3¢ (HEKTUBHOCTD (QYHKIIMOHUPOBAHUSI CUCTEM OOECIIeUeHHs PErHOHAIBHON 0e30MacHOCTH CYIIECTBEHHO OTpaHU-
YHBAETCS ITOCTOSHHBIM POCTOM O0OBEMOB pa3HOIUIAHOBON MH(OpMAINH, TpeOyomel onepaTHBHOW 00pabOTKH 1 aHa-
JIM3a ISl IPUHSTHS YIPaBJIeHIECKNX PEIIeHHH, a Tak)Ke HECOBEPIIEHCTBOM HOPMAaTHBHO-TIPAaBOBOH 0a3bl.

KioueBble cji0Ba: cUTyallmoHHOE YIpaBJICHHE, CHCTEMa ITOJICPXKKH MPHUHSITUS PEIIeHNH, oOecrieueHre pe-
THOHANBHON 0€30MacHOCTH, PUCK-aHAaJIN3, MOCINPOBAHUE, CUTYaI[HOHHBIN LIEHTP

®unancupoBanue. Pabora BRINIONHEHAa B paMKax rocymapcrBeHHoro 3amanms UMMM KHI[ PAH (HUP
Ne FMEZ-2022-0023).

Jnst umrupoBanmsi: Macino6oe A. B. KommiekcHast cucrema obecriedeHus pernoHanbHoi 6e3omnacuoctu // Hagexunoctsh
M KauecTBO CIOXKHBIX cucreM. 2022. Ne 1. C. 115-125. doi:10.21685/2307-4205-2022-1-13

Introduction

At present, the intense human activity in the way of developing of the natural resources in the Arctic
and implementation of novel exploration technologies according to state-of-the-art studies [1-5] inevitably
leads to the density enhancement of the potentially dangerous objects in the biosphere. At the same time,
the initiation likelihood of the various types of emergency situations and man-caused accidents is increas-
ing, as well as the consequences of natural disasters and crises in the socio-economic sphere are aggravated.
These negative phenomena and trends possess a global nature and are especially acute at the regional level
destabilizing the socio-economic system of the region and hindering its risk-sustainable progressive devel-
opment.

Along with strategic approaches to weakening these specified trends, it is quite necessary to opera-
tive respond to initiating emergency and crises situations. Thereto, today at the state level the appropriate
international and national organizational structures for security management have been set up and continue
to be established. Its responsibilities enclose on-line monitoring, prevention, warning and consequence
elimination of the potential threats and risk implementation in regional critical infrastructures. Timely iden-
tification of the destabilizing impact sources allows minimizing the risks of critical situations manifestation
of socio-economic, natural and man-caused nature that affect the safe operation of regional systems. In the
normal mode of day-to-day activities, the profile-relevant departments ensuring the security of regional crit-
ical infrastructures conduct regular exercises at critically important assets and objects of the region, design
projects and plans for anti-crisis measures, allocate resources and protection means to counteracting specif-
ic threats of regional security.

Nowadays, the considerable experience and knowledge have been accumulated in this area, but in
theory and practice this experience is quite disconnected, i.e. fragmented by various fields and departments,
despite the sufficient similarity of the existing management forms and well-known security ensuring meth-
ods. In the latest years, there has been observed an extension of the activity scope of security management
organizational entities, as well as departmental barriers overcoming under joint interaction in regional secu-
rity ensuring problem-solving due to the uniform standards and technical regulations application in the field
of comprehensive security. These tendencies are typical not only for Russian Federation, but for all other
world powers also. For example, the establishment of the Emergency Situations Ministry (EMERCOM) in
our country in 1990 provided an opportunity to concentrate and coordinate efforts to ensure security in con-
ditions of emerging contingency situations in a variety of regional critical infrastructures and for all critical-
ly important assets and elements forming its composition. A considerable contribution in security support
and risk management problem-solving of socio-economic and technical systems was introduced by the Ap-
plied Problems Section of the Russian Academy of Sciences in cooperation both with domestic and foreign
research institutions, and national security services and agencies.

Thus, it is possibly declared the relevance for design and engineering of the security support systems
of various classes [3, 6] — global, international, national, regional, local and its systemic integration at all
public administration management levels. The necessity for the development and implementation of such
automated situational management systems is due to the needs for big data processing and analysis, con-
taining diverse information on the state of critically important assets and elements of regional socio-
economic systems and influencing factors on the one hand, and the requirements for prompt and adequate
response to this information in the process of managerial decision-making, on the other. In this case infor-
mation and control systems and networks already existing in the regions can be used, primarily integrated
automated systems for situation awareness and monitoring of regional security in situational centers.
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This survey-study is devoted to general issues of unified system engineering for ensuring the regional
security. For definiteness the regional level is discussed. Moreover, all the statements and contributions set
forth below can be attributed to other levels of management and government. This work is an extended ver-
sion of the research represented earlier in conference proceedings of the 26™ International Symposium “Re-
liability and Quality” held in Penza State University at the end of May 2021.

Background

Nuclear power engineering is one of the strategic areas of national economy, which has accumulated
in long-term historical period mostly significant theoretical and practical experience in the field of security
ensuring and risk management of complex systems. Therefore, it is rationally and objectively to study all
essential aspects of regional security problem domain and possible ways of it ensuring on the basis goal-
setting in this strategic area. Point is that for nuclear power area all kinds of “threat — counteraction” models
and mechanisms are well-developed and analyzed. These risk management solutions are applicable to a
wide range of other potentially dangerous elements and critical infrastructures of socio-economic systems
also and consequently can be disseminated to various spheres of human life safety and regional develop-
ment. The research works [7-11] formally define and analyze rather general and sufficient criteria of relia-
bility, sustainability, safety, risk and damage concepts in this way.

Currently, the integrated automated systems for environment monitoring nearby and around nuclear
power facilities are being intensively developed. Examples of such successfully proven systems are the sys-
tem for monitoring the radiation situation in the location area of ground-based nuclear power plants
ARSMS [12], the subsystem for geo-monitoring of underground nuclear facilities [13], foreign systems
SPEED I (Japan), APAS (USA), RIMNET (Great Britain), TELERAD (Belgium), EMMA (Sweden),
RECASS NT (Republic of Belarus), Gamma-1 (Ukraine) and others. Nuclear power plant monitoring sys-
tem is represented as a multi-level automated management system, where nuclear power facilities and as-
sets are considered as a single technological control objects, and constitutes of security control systems and
functionally related set of equipment which provides maintaining process parameters within the specified
limits, protecting facilities from overload and other safeguarding operation functions. Such management
systems consist of the following main components: information and analytical subsystem, decision-making
support subsystem, regulatory control subsystem, technological protection subsystem, etc.

The studies [14, 15] propose a terminological and categorical apparatus and conceptual foundations
of the regional security management system "nuclear power facilities — environment". Moreover, a system
of standards and rules that regulates various aspects of nuclear power facilities safety in the region, e.g.
[16-18], has been developed and approved. This system of norms is closely interrelated with socio-
economic, industrial and ecological factors of regional development and territorial specificities. As is obvi-
ous from the above-stated a great deal of these research efforts have built the basis and certain prerequisites
for organizing efficient information-management systems for control and ensuring safety of critical infra-
structure components and the regional security as a whole, as well as provided the possibility to use moni-
toring systems of external environment of nuclear power plants and facilities as a prototype. In turn, the im-
plementation of such an approach allowed obtaining new results in the field of synthesis and analysis of
network-centric systems for situational management of security and resilience of the regional critical infra-
structures and critically important facilities in the Arctic zone of Russia [3, 19].

Another relevant approach to developing an integrated system for ensuring the regional security is
based on methods and technologies of public administration digital transformation [20, 21] by means of
implementation and deployment of the network-centric system of distributed situational centers and region-
al management centers. Situational centers are a state-of-the-art and high-end instrument of information-
analytical support and a new form of management based on the National economy total digitization intend-
ed for ensuring a high level of comprehensive security at the regional, federal and international levels. Cur-
rently, situational centers are designed and deployed in order to prevention of critical situations in socio-
economic, public and military-political spheres of country’s development, as well as for the purpose to re-
silience and security control problem-solving of the critical facilities and critical infrastructures in the re-
gions. Such an approach can be also adapted for the development of security support systems used in the
field of nuclear power engineering. Nevertheless, this relatively novel approach to digital situational man-
agement is not normatively enshrined anywhere or is partially reflected in the existing legal acts and stand-
ards that regulate operating modes and application of situational centers. The leading role of situational cen-
ters in generalization of all diverse information on the security state and situation in the regions should be
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enshrined at the legislative level. Moreover, the research level of situational center design and implementa-
tion is developing very slowly too.

The issues of modeling critical situations in the face of the new threats and hazards emergence using
the situational center tools and functionality are extremely relevant. Nowadays, it is needed to concentrate
our forces, facilities and expert knowledge on the management analytical support based on computer mod-
eling. Monitoring and accumulation of the large volumes of information for making managerial decisions is
ineffective today. No tangible effect of it is observed. For predicting the state of regional economy, generat-
ing solution variations of problem situations in the regions, scenario analysis and forecasting the develop-
ment of national strength, assessing the level of national security, the instrumental modeling tools, domain-
specific models, software and hardware systems based on these models are needed. These instruments must
be embedded and implemented in the operating framework of situational centers.

Computer modeling is one of the effective methods for risk and security analysis of complex dynam-
ic systems of various nature and scale. This technique allows running series of computational experiments
with virtual prototypes (models — digital twins) of real world objects without violating the integrity and re-
silience of these objects or systems, as well as without negative consequences and harm-causing for human
health or the environment. In addition, computer models provide the variability of making the simulation
experiments in cases, when the real experiments with complex objects are hampered by financial or other
resource constraints, or are physically impracticable. Therefore, almost all the state-of-the-art support sys-
tems for ensuring the regional security are using polymodel suites and situational management tools based
on simulation models. The conception of computer modeling application for the critical situation analysis
and decision-making support in the field of security ensuring of the regional socio-economic systems is
schematically illustrated on Figure 1.
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Fig. 1. The conceptual scheme of computer modeling application in regional security management

Situational centers of various levels (national, regional, municipal, sectoral, corporate) specialize in a
wide range problem-solving concerned with risk assessment and analysis of the population and personnel
safety, public and transport security, industrial-environmental and energy security, radiation and chemical
protection, and others. The key mission of situational centers based on integration of digital platforms is to
be a kind of intelligent buffer between the variety of relevant data sources and corresponding information
users (decision makers) processed and systematized to provide the efficient management of regional and
national security.

Any crisis or emergency situation (e.g. the up-to-date pandemic) is a powerful impetus for the search
and development of new technological solutions, including the engineering of situational centers, in the
field of security. It is just impossible to manage and ensure the security of a country or region in such con-
ditions without the use of situational centers that provide digital transformation and information and analyt-
ical support for management processes.

System Conception and Framework

When engineering the security systems for ensuring critical facilities, critical infrastructures and
complex socio-economic objects from effecting internal and external threats, it is important to understand
the mathematical essence and fundamental control principles of management processes that predetermine
adequate security control procedures (programs) generation, selection and implementation under current
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situation. That promotes the developing of security theory of the complex systems. Without going into the
deep details, the conceptual essence of the security theory problems is related to sudden concatenation of
fatal circumstances in the socio-economic, military-political and environmental spheres that can at worst
lead both to a loss of resilience, stability or safety of the critical facilities and critical infrastructures, and to
further destructive impacts on quality of human life, life-support system functioning and other negative
consequences. These risks are mostly expected and predictable for technical systems, even so most often
accidental for socio-economic systems.

Taking into consideration the specificity and multifold nature of the control object (regional socio-
economic system), as well as the security system engineering problem scope, it is quite difficult to solve
fully the problem of ensuring the regional security. Traditionally in practice, there are several approaches to
this problem-solving distinguished in the classical mechanisms of implementing the control actions (institu-
tional, motivational, information control) and organization methods of the "object — regulator" type man-
agement systems (open-loop, closed-loop and combined control system models).

An open-loop security management system is applied in case, when external disturbances (threats)
can be identified, accurately measured and estimated. This class of control systems provides a possibility to
obtain the complete invariance of external threats. However, such security management systems are inap-
plicable to control unstable critical objects and processes.

On the other hand, a closed-loop security management system is operating by deviation principle of
control object state variables from the set point values. In that case, the control principle of negative (bal-
ancing) feedback is implemented under security management process. At the same time, there is no need to
know accurately all the effecting threats and nature of hazard sources. These security control systems are
well-applicable to protect and operate with unstable critical objects and processes, since it provide stabiliza-
tion of the “object — regulator” system by means of actual changing the dynamics of the system itself.

To provide the efficient operation of a multi-level system for decentralized control of regional securi-
ty, the given control schemes ("by deviation" and "by disturbance") should be used simultaneously, since
the combined control is intended for large-scale systems that are characterized by structural and dynamic
complexity. Regional socio-economic systems are classified to this type of complex systems, where it is
possible to single out a deterministic part that can be analyzed in detail, estimated and rigidly planned, and
non-deterministic that is almost not suitable for such an in-depth analysis. The design and implementation
of regulators (control and support systems) in the context of security system organization for ensuring the
complex objects, critical facilities and infrastructures is an independent research problem required further
special studying.

The integrated system for ensuring the regional security is intended for comprehensive and continu-
ous problem monitoring and forecasting the state of potentially dangerous facilities and critical infrastruc-
tures in the region, risk management and dynamics prediction of the regional emergency and crisis situa-
tions development and finally to improve the level of regional security.

Traditionally, the system operates in two main modes: the normal duty (in case of stable operation of
the critical facilities and in the absence of emergency situations) and the malfunction (in case of origination
of the designed and beyond designed accidents, external or internal threat implementation, manifestation
and development of critical situations or initiation of the hazardous phenomena). Some of critical elements
and processes must be monitored continuously, and others periodically.

The system for ensuring the regional security is functioning interactively with:

— particular (local) security support systems of critical facilities in the region (lower level);

— the national (federal) security management system (higher level);

—  the administration of the region and municipalities (the same level of management).

The generic model of a system for ensuring the regional security consists of control object (regional
socio-economic system), regulator (security management system), external environment, control and data
flows, system state monitor, input and output resources, etc. This generic model is schematically shown on
Figure 2. Figure 2 illustrates the main steps of security ensuring procedure and accounting of various factor
impacts occurred in management process.

In accordance with research [22, 23] the main functions of the system are:

1) data acquisition and preprocessing;

2) data logging and registration, maintenance of databases and knowledge bases;

3) external data accessing, exchange and transfer;

4) data mapping and visual representation in a geospatial form;
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5) analysis and assessment of the situational awareness and situation dynamics;

6) on-line and long-term forecasting based on simulation models of situation development;
7) guidelines generation for decision-makers and operators to managing the situation;

8) execution control of made decisions and implementation analysis of anti-crisis measures;
9) business process documenting and preparation of accounting summary data.
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Fig. 2. The generic model of a system for ensuring the regional security

Listed above functions are implemented within the framework of a unified organizational and tech-
nical system and must be provided at the low-level activity (hardware), high-level activity (software) and
organizational (user/management) level. The notation of particular (local) subsystems reflects the regional
specificity in terms of the presence of potentially dangerous and critical facilities (nuclear power plants, oil
and gas pipelines, life support systems, etc.). Figure 3 illustrates the architecture and functional components
of the decision support system for managing the regional security based on computer modeling, scenario
analysis and project management.

Key legend to Figure 3 includes: 1 — vector of control actions; 2 — selection of efficiency criteria and
determination of relationships between them; 3 — accounting the criteria in the models under simulation
process; 4 — adequacy analysis of the decisions according to the selected criteria; 5 — parameterization of
models and input of initial data; 6 — report generation on a series of simulation experiments made; 7 — run-
ning models in the forecasting mode; 8 — running models in test mode; 9 — results of the test model execu-
tions; 10 — adequacy and performance evaluation of the model solutions; 11 — initial data; 12 — simulation
results; 13 — interpretation of simulation results; 14 — a set of guidelines for decision makers to managing
the system (process) critical elements and facilities.

When designing automated security systems for ensuring the resilience of critical facilities and re-
gional critical infrastructures, it is necessary to take into account the delimitation of activity areas, jurisdic-
tion (competences) and goal-setting (interests) of the regional security services and consequently the de-
limitation of on-line and analytical information between various separated departments responsible for
ensuring the security of certain critical elements of regional systems. Thereupon, it is worth to draw atten-
tion to such a complicating factor as the interconnection of directions and the coordination of joint actions
under security ensuring and management of the regional critical infrastructures and facilities. In turn, this
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means the urgent needs to provide at once situational awareness and information negotiation and matching
on various activity areas of the profile-relevant departments, as well as the possibility of data integration
when assessing risks in the process of managerial decision making and implementing to regional security
support.
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Fig. 3. The structure of a decision support system for managing the regional security

Problem Statement and Formalization

The principal difficulty lies in the need to unify information on various aspects of security and resili-
ence of regional development and vital functions. This heterogeneous information should be represented in
certain unified form that allows data deep analysis and drawing conclusions on the risk level and the state
of critical facilities, as well as on the situation in the region as a whole. Then, general proposals for such
unification will be considered.

All security control objects in the region are subdivided into three groups:

1) critically important facilities;

2) critical situations;

3) critical infrastructures.

Critical facilities are such complex elements of regional system as nuclear power plants, oil pipelines,
industries, life support systems, etc. These critical objects are prone to emergencies and undesired events
that give rise to various threat sources initiation of regional security. Critical situations are complex devel-
oping processes, e.g. man-caused accidents, natural phenomena, social tension, economic crises, etc. Criti-
cal situations constitute and are accompanied by potential threats and risk of regional security. Critical fa-
cilities are mostly static objects of control, whereas critical situations are purely dynamic objects of risk
management. At the same time, critical situations are not necessarily associated with specific critically im-
portant facilities, i.e. there may exist or occur design and beyond design critical situations. Thus, the no-
menclature of critically important facilities and critical situations should be assigned and determined.

Critical infrastructures are in the wide sense defined as physical or virtual systems and assets that are
so vitally to a country and region that partial or total violation and disruption of it resilient functioning
would adversely affect the national security, economic development, defense, health or social well-being of
population.

As an assessment of the safety level of critical facilities, it is possible to assume such a quantitative
characteristic as the class of potential risk (hazard). Therein and below risk and hazard concepts are sub-
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stantially synonymous. Hazard is considered as a threat in action or implementation of threat, where threat
is a set of influencing factors and conditions which produce hazards. Three classes of potential risks are es-
tablished: I, II, III. The first class is assigned to critical facilities and complex objects, where critical situa-
tions emerged lead to the most severe consequences, while the third class deals with critical situations of
the least severe consequences. The second class occupies an intermediate place. Therefore, a nomenclature
of consequences should be formed and established. Similarly, for critical situations the 1st, 2nd and 3rd
hazard classes can be determined. Based on these indices it is possible to estimate overall indices of poten-
tial hazard classes and risk classes of critical situations for the region as a whole.

More detailed information on the hazard structure can be obtained by introducing the hazard fields
into consideration. It is possible to distinguish the potential and actual hazard fields which are associated
with critical facilities, critical situations and critical infrastructures respectively. The structure of the deter-
ministic field is defined and formalized by the spatiotemporal hazard function:

R=R(X,Y,Z,1),

where R is a risk level at the point with coordinates X, Y, Z at time .
The most general characteristic of a stochastic field is the risk distribution function:

F(r)=P{R<r}.

Discrete (e.g. the risk level can possess three values corresponding to the potential hazard classes)
and continuous probability distributions can be considered. In any case, the probability of an event
{”1 <R< rz} can be formally defined using the Lebesgue-Stieltjes integral [24]:

P{r <R <r2}=TdF(r).

n

For the average value of risk level the following expression is valid:

R= TrdF (r).

—oo

In practice, it is convenient to represent hazard fields in the form of “spots” or isolines plotted on the
interactive map respectively equal the risk level, e.g. in the form of circles (in the simplest way) or in the
other animated forms, and to control and analysis the dynamics of risk development. Thereto, the state-of-
the-art geoinformation technologies (GIS) are widely used [25].

The concept of risk has a probabilistic interpretation and is defined as a probabilistic measure of
some unfavorable events that generate a critical situation at the control object with expected losses (damag-
es). Therefore, the concept of risk can be formally defined as the average (expected) value of the loss func-
tion of an object (system) in a critical situation:

K
R=>"1,Pr(E,),
j=1

where R is the risk value; £ i j= I,_K, is the set of all elementary combinations of adverse events com-

piled on the basis of conditions, when the state variables of control object exceed the bounds of acceptable
values (the limits of the normal operation mode of the object); Pr; (E jj — initiation probability of unfavora-

ble events combination £, 0< Pr; (E j)S 1; L ; — losses (damage) as a result of implementation of the

adverse events combination.

Other formalization methods of the risk and security concepts in an analytical form are based on the
formal apparatus of mathematical statistics, stability theory and sensitivity analysis.

One of the principal issues and problems in quantitative calculations and simulation of risk level is to
determine the potential sources of negative influence, i.e. objects of hazard, and to answer the question:
“the risk for whom or for what?”. In this case, different interdisciplinary approaches based on foundations
of the risk management and analysis, situational control theory, reliability and security theory and other
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fields of knowledge can be well applied. It is worth mentioning the well-known sanitary-hygienic and envi-
ronmental principles in the nuclear power outlined in [26-27] as a good example. Depending on the answer
to the question posed, specific security systems or subsystems can be chosen and implemented. Such are the
rather general foundations of the risk concept formalization in the context of support and ensuring the re-
gional security.

Conclusion

As a result of the carried out study, the key approaches to system development for ensuring and sup-
port the regional security based on distributed situational centers deployment have been outlined. It is worth
mention the complex character of this poorly-formalized multifaceted problem. To successful problem-
solving joint efforts of theorists and practitioners in the field of risk analysis and security are required. In
addition, the support at the public administration level and appropriate rule-making activities are required.
In general, it is significant to state that from a methodological point of view the concept and foundations of
security is gradually obtaining the same fundamental and universal character as for example the concepts
and theory of information or entropy.

A conceptual model of the system for ensuring the regional security has been designed and a formali-
zation of the security and risk concepts within the framework of this model has been proposed. The struc-
ture and composition of the decision support system for managing the regional security based on the use of
situation simulation modeling aids has been developed and studied.

The contributions of this general research work have found application for risk management prob-
lem-solving of the security violation of regional critical infrastructures of Murmansk region in the context
of mainstream implementation of the public policy of Russian Federation in the Arctic for the period up to
2035 on the basis of developing decision support systems for situational control and monitoring used in the
regional management centers.
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